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Typical Components of a Control System Enterprise Firewall network Internet business partners Application server Printer Workstations The
enterprise network services all of the enterprises business operations. Users on the network typically can access the Internet Hub switch or business
partner networks. Enterprises oIen integrate their Outside world control systems with their ( may include vendors, customers, enterprise networks.
and other business partners ) Control System The supervisory control and monitoring station typically Human-machine contains redundant
application Engineering Supervisory interface ( HMI ) servers, an engineering workstation workstation, and a human-control and Redundant
machine interface ( HMI ) that monitoring application collects and logs information servers station obtained from the remote local stations and
sends commands to the remote local stations in response to events detected by Communications network can be the Internet, a public switched the
sensors. The HMI displays telephone network, a wireless network, or a hardwired network. status information, including alarms needing operator
attention. Remote local station 1 Remote local station N RTU, PLC, RTU, PLC, A control system may A remote local station contains or other or other
have multiple a remote terminal unit ( RTU ), controller controller remote local stations. programmable logic controller ( See note. ) Sensor Sensor
Sensor Sensor ( PLC ), or other controller that receives and interprets the Control Control Control Control equipment equipment signals from the
sensors and equipment equipment generates corresponding control signals that it transmits Modem Modem to the control equipment. Handheld
device Handheld device Source: GAO ( analysis ), Art Explosion ( clipa. ....
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